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Summary
Third1year Ph.D. candidate at CISPA specializing inmicroarchitectural security, hardware vulnerabilities, andapplied cryptography (expectedgrad1
uation: February 2027). Published 21 papers (193 citations), including 5 first1author publications at A and A* security venues, and contributed to
9 A* papers, collaborating with 36 researchers across 9 institutions. Award1winning researcher with Best Paper Award at USENIX Security (2025),
Distinguished Artifact Award at NDSS (2025), two1time finalist at CSAW Applied Research Competition (2024, 2025). Discovered critical security
vulnerabilities in hardware and so܀昀ware systems with 4+ assigned CVEs a昀؀ecting RISC1V CPUs, Intel/AMD processors, and widely1used so܀昀ware
implementations. 4+ years of hands1on experience in practical security research, spanningmicroarchitectural attacks, side1channel analysis, and
formal verification methods. Ability to communicate complex security research through invited talks at Black Hat Europe and academic confer1
ences, combined with teaching experience supervising 5 theses.

Experience
CISPA Helmholtz Center for Information Security Saarbrücken, Germany
DOCTORAL RESEARCHER 02/2023 1 Present
" Conducted practical research with a focus on Microarchitectural Security, Side1Channel Attacks, RISC1V Security, and Applied Cryptography
" Published 5 first1author papers (2 IEEE S&P, 1 ESORICS, 1 FC, 1 uASC) and contributed to 16 additional publications at top1tier security confer1
ences (USENIX Security, NDSS, CCS, ACM CCS, ESORICS, FC, etc.)

" Discovered critical security vulnerabilities in hardware and so܀昀ware systems, including RISC1V CPUs, Intel/AMDprocessors, and various so܀昀ware
implementations (CVE12023120583,CVE12023120592,CVE12024144067)

" Performed scientific outreach by presenting research at industry conferences including Black Hat Europe and hardear.io
" Supervised 5 theses (1 Master9s, 4 Bachelor9s) out of which 3 resulted in publications

KU Leuven Leuven, Belgium
ViSiTiNG RESEARCHER 2024
Research on RISC1V transient execution attacks and artifact reproducibility
TU Graz Graz, Austria
ViSiTiNG RESEARCHER 2024
Research on so܀昀ware1based power side channels (Collide+Power publication)
CISPA Helmholtz Center for Information Security Saarbrücken, Germany
TEACHiNG AND RESEARCH ASSiSTANT 2021 1 2023
Research on compression1based side channels
Real1Time and Embedded Systems Lab Saarbrücken, Germany
RESEARCH ASSiSTANT 2020 1 2021
Research on formal methods against Spectre attacks

Honors & Awards
2025 Finalist, CSAW Applied Research Competition

Cascading Spy Sheets: Exploiting the Complexity of Modern CSS for Email and Browser Fingerprinting

2025 Best Paper Award, USENIX Security Symposium
Confusing Value with Enumeration: Studying the Use of CVEs in Academia

2025 Distinguished Artifact Award, NDSS
Cascading Spy Sheets: Exploiting the Complexity of Modern CSS for Email and Browser Fingerprinting

2024 Distinguished Artifact Reviewer, USENIX Security Symposium
2024 Finalist, CSAW Applied Research Competition

A Security RISC: Microarchitectural Attacks on Hardware RISC1V CPUs

2022 Individual Bracket Winner, Facebook BountyConEDU

Skills
Research Interests Microarchitectural Security, Side1Channel Attacks, RISC1V Security, Applied Cryptography

Programming C/C++, Python, Assembly (x86, ARM, RISC1V)
Languages German (Native), English (Fluent)

Publications 21 publications, 9A* (3 IEEE S&P, 1 CCS, 1 NDSS, 4 USENIX Security)
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Zero1Store Elimination and its Implications on the SIKE Cryptosystem uASC
LUKAS GERLACH, NiKLAS FLENTJE, MiCHAEL SCHWARZ 2026

Do Compilers Break Constant1time Guarantees? FC
LUKAS GERLACH, ROBERT PiETSCH, MiCHAEL SCHWARZ 2025

E昀؀icient and generic microarchitectural hash1function recovery IEEE S&P
LUKAS GERLACH, SiMON SCHWARZ, NiCOLAS FAROß, MiCHAEL SCHWARZ 2024

A Rowhammer Reproduction Study Using the Blacksmith Fuzzer ESORICS
LUKAS GERLACH, FABiAN THOMAS, ROBERT PiETSCH, MiCHAEL SCHWARZ 2023

A Security RISC: Microarchitectural Attacks on Hardware RISC1V CPUs IEEE S&P
LUKAS GERLACH, DANiEL WEBER, RUiYi ZHANG, MiCHAEL SCHWARZ 2023

SELECTED CO1AUTHORED PUBLiCATiONS
Confusing Value with Enumeration: Studying the Use of CVEs in Academia USENIX Security
MORiTZ SCHLOEGEL, DANiEL KLiSCHiES, SiMON KOCH, DAViD KLEiN, LUKAS GERLACH ET AL. 2025

RISCover: Automatic Discovery of User1exploitable Architectural Security Vulnerabilities
in Closed1Source RISC1V CPUs CCS
FABiAN THOMAS, ERiC GARCíA ARRiBAS, LORENZ HETTERiCH, DANiEL WEBER, LUKAS GERLACH ET AL. 2025
CVE12024144067
SCASE: Automated Secret Recovery via Side1Channel1Assisted Symbolic Execution USENIX Security
DANiEL WEBER, LUKAS GERLACH, LEON TRAMPERT, YOUHENG LUE, JO VAN BULCK, MiCHAEL SCHWARZ 2025

Rapid Reversing of Non1Linear CPU Cache Slice Functions: Unlocking Physical Address
Leakage IEEE S&P
MiKKA RAiNER, LORENZ HETTERiCH, FABiAN THOMAS, TRiSTAN HORNETZ, LEON TRAMPERT, LUKAS GERLACH ET AL. 2025

ShadowLoad: Injecting State into Hardware Prefetchers ASPLOS
LORENZ HETTERiCH, FABiAN THOMAS, LUKAS GERLACH, RUiYi ZHANG, NiLS BERNSDORF, EDUARD EBERT, MiCHAEL SCHWARZ 2025

Cascading Spy Sheets: Exploiting the Complexity of Modern CSS for Email and Browser
Fingerprinting NDSS
LEON TRAMPERT, DANiEL WEBER, LUKAS GERLACH, CHRiSTiAN ROSSOW, MiCHAEL SCHWARZ 2025
CVE12024124510
CacheWarp: So܀昀ware1based Fault Injection using Selective State Reset USENIX Security
RUiYi ZHANG, LUKAS GERLACH, DANiEL WEBER, LORENZ HETTERiCH, YOUHENG LÜ, ANDREAS KOGLER, MiCHAEL SCHWARZ 2024
CVE12023120592
Collide+Power: Leaking Inaccessible Data with So܀昀ware1based Power Side Channels USENIX Security
ANDREAS KOGLER, JONAS JUFFiNGER, LUKAS GiNER, LUKAS GERLACH, MARTiN SCHWARZL, MiCHAEL SCHWARZ, ET. AL. 2023
CVE12023120583

Talks
hardear.io The Hague, The Netherlands
PRESENTER FOR <FROM ROWHAMMER TO GHOSTWRiTE: ADVANCED EXPLOiTATiON AND DiSCOVERY OF HARDWARE BUGS= Oct. 2024

BlackHat Europe London, United Kingdom
PRESENTER FOR <A SECURiTY RISC? THE STATE OF MiCROARCHiTECTURAL ATTACKS ON RISC1V= Dec. 2023

m0leCon Torino, Italy
PRESENTER FOR <ROWHAMMER REViSiTED: FROM EXPLORATiON TO EXPLOiTATiON AND MiTiGATiON= Dec. 2023

Community Service
Reviewer USENIX Security AEC (2024), CCS AEC (2024)

Sub1Reviewer USENIX Security (2025), NDSS (2024, 2025), DIMVA (2024)
Doctoral Representative Helmholtz Juniors (CISPA representative across 19 Helmholtz centers)

Teaching & Supervision
Teaching Assistant Side1Channel Attacks and Defenses
Student Assistant Math Prep., Programming II Prep., Programming I, Programming II, Theory of Computation, Cryptography

2024 Master9s Thesis, Tristan Hornetz, Execute1Only Memory as a Security Hardening Feature on x86164
2024 Bachelor9s Thesis, Luis Felger: Detecting Data1Obliviousness Violations in Multi1Stage Translation Environments
2024 Bachelor9s Thesis, Maximilian Lö昀؀ler: PowerDrop Fuzzing for Faulty Instruction Gadgets
2023 Bachelor9s Thesis, Mika Rainer, Reversing the Microarchitecture with Unikernels
2023 Bachelor9s Thesis, Robert Pietsch, Automated Checking of C Compiler Optimization E昀؀ects on Data Obliviousness
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